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IAgenda
* Building Enterprise Resiliency
* Impact of Severe Weather Events
*  Planning for Weather Events

* How Technology Can Help
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“...the ability to deliver on your mission and vision regardless of any kind
of crisis or disruption, be it extreme weather, political upheaval,
cyberattack, or the next disease outbreak — will become a

for those that embrace it as a core principle.”

Forrester Blog, Business Resillience Is No Longer Optional, by Stephanie Balaouras — May 12, 2020

CEOs will mandate a culture of organizational
resilience to survive coinciding threats from
CQOVID-19, cybercrime, severe weather events,
and political instabilities

Gartner Prediction by 2025
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo.forrester.com%2Fblogs%2Fbusiness-resilience-is-no-longer-optional%2F&data=04%7C01%7CEric.Chetwynd%40everbridge.com%7C114723c441f140906b2f08d946da89b6%7C1fb05543802f4d46966230d6794b55c8%7C1%7C0%7C637618726707278589%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=qAyeiXlTP2s8QaZLIzbuJxGqXK4kAQmJ2UY8X66q9yE%3D&reserved=0

Enterprise Resilience is a Journey

The you have, the you have and the those
options are
Reactive Resiliency Posture Proactive Resiliency Posture

More business interruption Avoid shutdowns altogether

Potential for loss of life People avoid danger areas

Execs dealing with crisis Avoid negative PR

communications

Supply Chain disruptions Meet production goals

Avold certain market Grow Into new markets
opportunities
Recover faster from a

Slower recovery from »
critical event

critical events
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What’s Needed..

ASSESS

Streamline critical Contetan
event response and
accelerate resolution

ANALYZE

Performance
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Outside-In: Looking Beyond the Traditional Four Walls

Coordinated Real-time Response Across the Organization

State/ Neighbor o
0 Provnce -hood Budng

Natural Disaster High Acuity Cases Fire Alarm
Inclement Weather Hazmat Incident
Political Turmoill Civil Unrest Active Assailant
Transportation Disruption Intruder Alert

Utilities Disruption

Critical Event Management
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Traditional Barriers

go
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Your People Your Places Your IT Your Operations
HR | BCM | Physical IT | Technology Technology | Supply,
Compliance Security | BCM etc...
SILOED COMPLEX DISPARATE
TEAMS PROCESSES SYSTEMS
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Ilmpact on Business of Severe Weather

40% Increase in weather-related events since
2019 causing $80B in insured losses

Natural Catastrophe Losses In The United States By
Peril, 2020

Severe convective $49,323 M $35,000
storm/tornado

Tropical 12 73 $40,059 M 21,600
cyclone/hurricane

Wildfire, drought, 19 43 $22,959 M 13,900
heatwave

Flooding 4 8 $5,292 M 2,200
Winter storm 4 6 $1634 M 930
Earthquake 4 0 $152 M 58
Total 94 ~250 $119,000 $74,000

(1) Natural disasters that cause at least 525 million in insured losses; or 10 deaths; or 50 people injured; or 2,000 filed claims
or homes and structures damaged. Includes Puerto Rico and the U.S. Virgin Islands.

(2) Includes any direct physical damage or direct net loss business interruption costs.

(3) Includes losses sustained by private insurers and government-sponsored programs such as the National Flood Insurance
Program. Subject to change as loss estimates are further developed. As of February 23, 2021.
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Tornados - 689 tornados in first 6 months of 2021 (on track with 2020). Losses
totaled over $10B per year and 73 lives lost.

11 30

Storms hit the Named storms
U.S. coastline, P e
(4 of which came Bathe R
ashore in Louisiana) Cristobe
Provious record. 9 in W16 Dol

Hurricanes - Hurricane Laura est. $8 - $12B in damages
(lost operations)

In Pensacola Beach, Florida, Hurricane Sally pushed
meman .o construction barges into the Pensacola Bay Bridge and it
'{,ﬂm 10 = = isnow closed for repairs until March

Rapidly intensifying
storms s
by NOAA and |

14

— 10

s 5l Named storms
that formed in

Current National Statistics
- 86 Incidents
Total Number of Large Fires

1,49 8,205 Acres
" Acres Burned on Large Fires

S

Wildfires - 2020 Season - over $20B in
business impact
PG&E rolling blackouts

Winter Weather - Winter Storm Uri

costing the state between $195 billion and
$295 billion
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https://www.pnj.com/story/news/2020/10/27/pensacola-beach-businesses-struggle-without-bridge-after-hurricane-sally/6042814002/

ITypicaI Weather Seasons

Region 10

Severe Storm Severe Storm Regi on 5 givoe;;e Storm d S - /
Foos o i - Tornados (severe Spring
\églgggoake \é'vainteh(; S:;xm Severe Storm Hurricane
u rthquake Floed i
Wild Fire Wild Fire W(I)nter Storm Ecagﬁﬁﬂi'ﬁ Downturn S U m m e r)
;sur:jaer:\r: N Egndemic o Wild Fire
e, : .
Economic Downturn onome Tommm ;c;r::g;ic Region 2 N May — June, Southern Plains
Economic Downturn :
" SevereStomn + Gulf Coast, Early Spring
10 T Wild Fire + June — July, Northern Plain
22 1 Winter Storm
D MA | Hurricane
. RL | Pandemic
Region ) 5 ny | Economic Downturn
e\:;re Storm 7 * DE .
0 : MD -
Voano fl Region 3 »  Hurricanes (June 1- Nov 30)
Earthquake Severe Storm
Wild Fire 9 7 Flood
Tsunami v Wild Fire
Pandemic - Winter Storm
Economic Downturn Hurricane
Bedet . .
ok e »  Wildfires (all year)
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Y e
D
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‘ Severe Storm
. Region 7 Fiood i
Region 6 ol o - Winter (Nov — March)

Severe Storm Flood Earthquake
Flood Winter Storm Winter Storm
Hurricane Earthquake Pandemic
Winter Storm Wild Fire Economic Downturn
Wild Fire Tornado
Tornado Pandemic
Pandemic Economic Downturn
Economic Downturn
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IHow can you prepare

*  Review Business Continuity Plans Quarterly

Ensure you have plans for weather (identify events most relevant)

Consider impact on your direct employees/sites as well as vendors/partners/suppliers
Consider secondary impacts (e.g. bridge going down)

Ensure you have a post-event plan (e.g. EAP, claims filing, etc...)

Have cross-department governance

Assume multiple events occurring at the same time (e.g. weather + COVID or cyberrisk)

Are there ways to automate/enhance response

+ + + + + + +

*  Monitoring and Preparation

+  What sources of information will you use to stay current with weather (and other) risks to your people and places?
What about your vendors/partners?

- Communicate & Practice
Ensure you proactively communicate and reinforce plans to all employees and team leads
Ensure you have means to reach all employees and team leads during an event
+  Test your plan in exercise(s)
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How technology can help
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A wildfire is reported near your corporate campus in California. It grows rapidly to cover several
hundred acres. With real-time monitoring, you are able to quickly understand that your corporate
campus, 2 manufacturing sites, and just over 100 employees and travelers in the fire zone or where

It might spread.
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Your security team activates your wildfire critical event plan. The system notifies responders
across all departments of the activation and their immediate assigned tasks.




CRISIS MANAGEMENT TEAM TASKS

("I/” ey il T - \\
< Back

Wildfire - Task List (4)

Cwnor: Sean McDavint

Coordnate knes of commurecation
with local Fire Dept

FRLON LIsQoOry Mumman

§ Coordinats lincs of communication

with local Fire Dept

Asslgnee. Oregury Murmehy
012500 P

Raached SFFD
employoos

Assgwe’ Crss Team

NE2.20 WM

Sl coordinating

Launch communication 1o affectad

— ~——
‘o oens -\
{ Back Done
Identify assets ot rick
Atcorao: Sean NeDontt

W52 AM

EMPLOYEE GUIDANCE

' The Bobcat Wildfire is
approaching our campus.
Out of an abundance of
I caution, your Globa
Securty Team IS ssuing
this mandatory evacuation
orger. Please gather any
materials you require to
continue your work at
nome, then depart
campus. All employees
must leave campus by 1
pm local tme. PSE&G will
cut all power by 2 pm local
Lime.
1. | will evacuate,
2.1 nepd assistance to
evacuate
Reply with your choice
number,

*
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Go to Secure Chat

O

WARNING: Wiidtire Danger

Flease click here to confirm receipt

‘Based on your plan, security begins evacuation of impacted facilities and the corporate campus. Operations
expands capacity at a non-impacted site and reroutes supplies to that facility.

HR reaches out to employees who work at the impacted sites informing them not to come to work and offering

shifts at the open facility. They also contact employees living in the zone about assistance needs




CRITICAL EVENT DASHBOARD
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Senior leadership expects to be kept informed during the shut-down. To address this, your team
creates an event dashboard. Leaders can access the dashboard via laptop or mobile device. The
dashboard refreshes automatically as your shut-down tasks are completed.
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Mobile Tasks and
Attention

< Back to Dazhboard List
n Tazkas Needing Atiention

Event Name: Focest Fia: Sobeat
Task Lst. Faciiy Evaousticn (Fie)

Scan Building for Evacuees

|

Secure dats cever ls not cumrenlly scce=ssihils -

NI Task Lists

Status LiztNampo Complctod . .

COMMENTS: Gorew Munmeneh 2020-00-25

EVENT MONITORING

CONFERENCE BRIDGE

 Faed

o 10 Secure Chat

Leadership Conference Bridge

Please olick here to canfirm recei

D28 Nace 1 N a8 covaresce 311 1505
\. 3a1-A030.
The xicean conk: 1> 13892875,

After confirming that all employees at the impacted facilities have evacuated. The security team
remotely locks down those locations and monitors the progress of the fire perimeter. They also
staff a conference bridge for security team members and a separate bridge for employees with

guestions.




DOCUMENT DAMAGE

Done

Photograph the damage to the
tacility.

Assignes Gragory Mumman
0347112 AM

Poastas Nype, Lo, Ourrage: e { darel

Ayiay e Type

Type o Deurine

ety Toge

1ot M S

As the fire Is contained near your facilities, your security team iIs allowed into the area to assess
damage. The team photographs and documents the damage, including major damage to the

second manufacturing site and a parking structure on the main campus. Both structures are
deemed unusable at this time.




BACK TO CAMPUS

Ratum to the Office

T 1wl return 1O the office tomerrow.

Z. | need a ditterent return cate. Please

Details

WORK FROM HOME

Returmn 1o the Office - Buildng B
Employeces

1. L will continue to weork from home,

2. | bave anissue. Plgase contact me.

593-01
However, Buiding & was
gamaged by the wildfire,
s0 we will not reopen this
cullding immediately.
Since you are assigned to
Bullding B, we ask that
you continue to work from
nome and be avallabie via
Slack and telephone. We
apologize for any
Incorwenience and
appreciate your patience
while we evaluate the
damage. Please solect
one of the options below
to confem your status.
1. | wil continue to work
from home
2. | have an issue. Please
contact me,
Reply with your choice
number

\o-w-g a =

s —

The security team gives the OK to reopen the rest of the campus. Power is restored to all
buildings except the second manufacturing site and the parking structure.




(® CEM METHODOLOGY Soverteidod N e
Employee Safety in a Wildfire CE Management
CEM Capabilities by Event Phase

» Alert on the wildfire and show the perimeter and all assets potentially at risk

« Validate the wildfire is happening and its location with cameras other contextual tools
assess °* Re-assess continually as the wildfire perimeter changes

» Post-event, assess the damage

» Corporate campus in California in relation to the fire perimeter

@ « Work-from-home employee locations as well as select employee homes
« Travelers, partners, and other relevant assets in the area
« Responders as they evacuate campus and again when they return for damage assessment

LOCATE

« Communicate with stakeholders and all employees, including work-from-home employees
J » Evacuate the campus and inform all employees as the threat evolves
« Keep management informed for the duration of the wildfire

ACT
» Post-event, document damage and decide what facilities can reopen

« Review crisis management plan execution and logs and identify any gaps
« Review communications strategy execution and logs and identify any gaps
™ » Leverage after-action report data to perform tabletop exercises and address wildfire response plan gaps
« Adjust alert severity and distance thresholds according to updated risk tolerance

ANALYZE




Leveraging technology to manage Enterprise Resiliency
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